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E§3 General
@ Home
Q Search

[_Q_] Privacy & Security

Q Sync

m More from Mozilla

Enhanced Tracking Protection ¢ a5 ediis YY)

—Browser Privacy

Enhanced Tracking Protection

Trackers follow you around online to collect information
about your browsing habits and interests. Firefox blocks
many of these trackers and other malicious scripts.

Learn more

Manage Exceptions...

(® Standard

Balanced for protection and performance. Pages will load normally.
Firefox blocks the following:

* Social media trackers

» Cross-site cookies in all windows

* Tracking content in Private Windows
* Cryptominers

» Fingerprinters

Includes Total Cookie Protection, our most powerful privacy feature ever

Total Cookie Protection contains cookies to the site you're on, so trackers can't use
them to follow you between sites. Learn more

(@ You will need to reload your tabs to apply these C Reload All Tabs
changes.
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« C @& Firefox about:preferences#privacy

@3 General

@ Home Website Privacy Preferences

Q Search

Send websites a "Do Not Track” request Learn more
[2] Privacy & Security \ Y
Q Sync Cookies and Site Data / /

Manage Data...

Tell websites not to sell or share my data Learn more

Your stored cookies, site data, and cache are currently using 1.1 GB of

- Clear Data...
m More from Mozilla disk space. Learn more

Y _> Delete cookies and site data when Firefox is closed
Manage Exceptions...
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G C @ @ Firefox about:preferences#privacy

@3 General
@ Home
Q Search

& Privacy & Security

Block pop-up windows Exceptions...

Warn you when websites try to install add-ons Exceptions...

Firefox Data Collection and Use

Q Sync We strive to provide you with choices and collect only what we need to provide and improve Firefox
for everyone. We always ask permission before receiving personal information. Privacy Notice
E Mare from Mozilla

(D You're no longer allowing Mozilla to capture technical and interaction data. All past data will be deleted
within 30 days. Learn more

Allow Firefox to send technical and interaction data to Mozilla Learn more
. L. Learn more
aod gilw Jlad e

Allow Firefox to install and run studies View Firefox studies
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Allow Firefox to send backlogged crash reports on your behalf Learn more
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Deceptive Content and Dangerous Software Protection mls .V,),¢

HTTPS-Only Mode in all windows guas .Y,Y,@
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E§3 General
@ Home
Q Search

‘2] Privacy & Security Block dangerous downloads

Security

Deceptive Content and Dangerous Software Protection

Block dangerous and deceptive content Learn more
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Q Sync Warn you about unwanted and uncommaon software

m More from Mozilla .
Certificates

Query OCSP responder servers to confirm the current validity of View Certificates...
certificates

Security Devices...

Allow Firefox to automatically trust third-party root certificates you install Learn more

HTTPS-Only Mode

HTTPS provides a secure, encrypted connection between Firefox and the websites you visit. Most
websites support HTTPS, and if HTTPS-Only Mode is enabled, then Firefox will upgrade a

connections to HTTPS.
Learn more

L » @ Enable HTTPS-Only Mode in all windows Manage Exceptions...
Enable HTTP5-Only Mode in private windows only

Don't enable HTTPS-Only Mode
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Proceed with Caution

Changing advanced configuration preferences can impact Firefox performance or security.

Warn me when | attempt to access these preferences

Accept the Risk and Continue
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browser.tabs.crashrepor‘ting.sendrepor‘d Show only modified preferences
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C @ Firefox  about:config w ® 9

media.navigator.enabled Show only modified preferences
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C @ @ Firefox abouticonfig g ® 9

geo.provider.netwaork.url Show only modified preferences

https://www.googleapis.com/geolocation/v1/geolocate?key
=%GOOGLE_LOCATION_SERVICE_API_KEY%
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Favorites
History
Downloads
Apps

Extensions

S0 BK GO W

Browser essentials

9

Print

Screenshot

Find on page

Reload in Intemet Explorer mode
More tools

Settings <—

Help and feedback

Close Microsoft Edge
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< C @ Edge | edge//settings/privacy

Hi pari, we value your privacy.
We will always protect and respect your privacy, while giving you the transparency
settings and control you deserve. Lear about our privacy efforts

Profiles

Tracking prevention @ |
Privacy, search, and services

T Briv luse trackers to collect info about your browsing. Websites may use this info to improve sites and show you content like
personalized ads. Some trackers collect and send your info to sites you haven't visited.
Sidebar

Start, home, and new tabs Tracking prevention /‘)4—

Share, copy and paste ) .
o, Basic t.‘ Balanced 4| ) Strict

Cookies and site permissions (Recommenzes)

+ Allows most trackers across all sites + Blocks trackers from sites you haven't + Blocks amajority of trackers from al

Default browser -
+ Content and ads will likely be viited tes
Downloads personalized + Content and sds vill kel be less + Content and ads willkely have
B — persanalized minimal personslization
Family safety )
+ Blocks known harmiul frackers + Sites will work as expected * Parts of sites might not work

Languages *  Blocks known harmful trackers * Blocks known harmful trackers

Printers
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<« O @ Edge | edge/settings/privacy

Settings

Q se o | Clear browsing datai

This includes history, passwords, coakies, and mare. Only data from this profil} will be deleted. Manage your data

& Profiles

| ] Privacy, search, and services Clear browsing data now Choose what to clear

&) Appearance

Choose what to clear every time you close the browser : >
D Sidebar

[3 Start, home, and new tabs
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Choose what to clear every time you close the browser

Browsing history

Download history
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None
Cookies and other site data
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Cached images and files >

Frees up less than 20.5 MB. Some sites may load more slowly on your n

Passwords

Mone

Autofill form data (includes forms and cards) [ ]
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(V.o U illas)aus” 8 1y send “Do Not Track” requests ¢ a5

Settings Privacy

‘ Q Search settings Select your privacy settings for Microsoft Edge. Learn more

& Profiles Send "Do Not Track” requests

| &1 Privacy, search. and services
Allow sites to check if you have payment methods saved

&) Appearance

[D Sidebar

PrivacCy wdas 4 59)9 o950 Y0 S

Do Not Track

Any effect of turning this on depends on whether a
website responds to the request, and how the request is
interpreted. For example, some sites might respond to
this request by showing you ads that aren't based on
other websites you've visited. Many sites will still collect
and use your browsing data - for example to improve
security, to provide content. services, ads and
recommendations on their websites, and to generate
reporting statistics.
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